NAMSTKA ]
[151 OBYUAIOLUMXCH OB VH®OPMALIMOHHOY BE3OMACHOCTY
NETEN

HE/Ib3A

1. Bcem nogpsg coobliath CBOK YacTHYH MHQopmaumio (HacToswwme ums, amuauio,
Tened)oH, agpec, HOMep LLKO/bI, a Takke qoTorpadun cBou, CBOEH CEMbU 1 ApY3eN);

2. OTKpbIBaTb BMIOXEHHbIE (DaiiNbl 3NEKTPOHHOI NOUTHI, KOra He 3Haelllb OTNPABUTENS;
3. [py6uTh, NpUANPATLCS, OKa3biBaThb AAB/IEHNE — BECTU CEOS HEBEX/NBO W arPECCUBHO;

4. He pacnopsxaics [AeHbramu TBOEM CeMbW 6e3 paspelleHus CcTaplimx - Bcerga
crpalumeai poautenen;

5. He BcTpeuvaiics ¢ WHTEPHET-3HAKOMbIMI B peaslbHO XM3HM - NOCOBETYiACH CO
B3POC/IbIM, KOTOPOMY [I0BEPSELLb.

OCTOPOXHO

1. He Bce nuwyT npaeay. YuTaellb 0 ce6e Henpasdy B MHTepHeTe — coobluy 06 3TOM
CBOVM POAUTENSIM UMW ONEKYHAM:;

2. MpurnalatoT NepenuckbiBaThesl, UrpaTh, 06MEHUBATLCS - NPOBEPb, HET I NOJBOXA;
3. HesakoHHOe KonupoBaHue (haiinos B VHTEpHETE - BOPOBCTBO;
4. Bcera pacckasbiBaii B3poc/ibiM 0 Npo6iemax B CETH - OHU BCEra NOMOrYT;

5. Mcnonb3yii HacTpoiikn 6e30MmacHoCTM 1 MPUBATHOCTM, uTOGbl He MNOTepsATb CBOW
aKKayHTbl B COLICETSIX 1 APYriX nopTanax.

MOXHO

1. YBaxait ipyrux nonb3oBaresnei;

2. Monb3yewbest IHTEPHET-MCTOUHNKOM - Aienail CCbINKY Ha Hero;
3. OTKpbIBaii TOMbKO T€ CChI/KM, B KOTOPbIX YBEPEH;

4, O6I.I.|,aTbCFI 3a NnomMoLb B3pOC/IbIM - poauTeNin, ONEKYHbl U agMUHUCTPaLNA canToB
BCErga nomoryT,

5. Mpoiay 0byyeHne Ha caite «CeTeBUYOK» 1 MOYYN NacnopT LMPOBOro rpaxaaHuHal



MNHhopMaLMoHHaa namMsaTKa A5 06ydatoWnXCcst A5 Pa3MeLLEHNs Ha ouLManbHbIX
NHTEpHeT-pecypcax

C KaxfblM rofloM MOJIOAEXWN B WHTEPHETE CTAHOBUTLCS OOMbLUE, & LUKOMbHUKM OfHM U3
camblX aKTMBHbIX NO/b3oBaTenein PyHeta. Mexay Tem, MOMUMO OrpOMHOrO KOIM4ecTBa
BO3MOXHOCTEN, MHTEPHET HeceT U npobnembl. 3Ta namsTka AO/KHA MOMOYb Tebe
6e30MacHO HaxoAUTLCA B CETH.

KOMMboTEPHbIE BUPYCHI

KOMMbIOTEPHBIIA BUPYC - 3TO PA3HOBMAHOCTb KOMMbLIOTEPHBLIX MPOrpamMM, OT/IMYUTENBHON
0COGEHHOCTBIO KOTOPOIA SIBNSIETCH CNOCOBHOCTbL K Pa3MHOXEHMO. B 10N0NHEHNE K 3TOMY,
BUPYCbl MOTYT MOBPEAUTb WKW MOMHOCTbIO YHUUTOXUTL BCE (haiiNbl U [AaHHbIE,
MOAKOHTPONbHbIE MONMb30BATENI0, OT WMEHW KOTOPOro Oblfa 3anylleHa 3apaxEéHHas
nporpamMma, a Takke NoBPeauTb UMK AaXe YHUUTOXUTL ONepaLiMOHHYI0 CUCTEMY CO BCEMM
(haiinamm B LIeNIOM. B 6O/bLIMHCTBE CNy4aeB PacnpoCcTPaHAKTCS BUPYChl YEPE3 UHTEPHET.

MeTo/bl 3aLinThl OT BPeLOHOCHBIX MPOrpamm:

1. cnonb3yit COBPEMEHHbIE ONEPALMOHHbIE CUCTEMbI, UMEIOLME CEPbE3HBIA YPOBEHb
3alLMTbI OT BPEAOHOCHBIX NPOrpamm;

2. TloCTOsIHHO ycTaHaBnMBal nauth (UMCPOBbLIE 3annaTku, KOTOPbIE AaBTOMATUYECK
YCTaHaBMNBAKTCA C LENb0 A0pabTKM nporpammbl) W Apyrie OGHOBNEHWS CBOEIA
onepaLoHHoIA cucTeMbl. CkaumBail UX TONMBKO C odmMLManbHOTO caitta paspaboTumka OC.
Ecnu CyLIeCTBYET pexuM aBTOMATUUYECKOro 0GHOBNEHWS, BK/IOYN €50;

3. Pabotail Ha CBOEM KOMNbKOTEPE oA npaBaMn nosib3oBatesid, a He agMUHUCTPaTopa.
9TO He MOo3BOAUT 6OJ'IbLIJI/IHCTBy BPEAOHOCHbLIX MporpaMMm WHCTa/I/INPOBaTbCA Ha TBOEM
NnepcoHasibHOM KOMIMbHOTEPE,

4, Vcnonb3yin aHTUBMPYCHbIE NPOrpamMMHbIE MPOAYKTbl M3BECTHLIX MPOM3BOAUTENEN, C
aBTOMATNYECKM 0OHOB/IEHNEM 0a3;

5. OrpaHnyb n3MYeckiii JOCTYN K KOMMbIOTEPY /1S NOCTOPOHHMX NNL,

6. Acnonb3yil BHELLHWE HOCUTENN MHGOpMaLWK, Takue Kak drieluka, AUCK Unmn ghaitn m3
WHTEPHETa, TO/IbKO 13 NPOdepeHHbIX UCTOYHMKOB;

7. He oTkpbiBail KOMMbIOTEPHbIE haidNbl, NOMYYEHHbIE U3 HeHALEXHbIX UCTOYHMKOB. [axe
Te (palnbl, KOTOpbIe MpUcNas TBOW 3HAKOMbINA. Jlyylle YTOUHW y Hero, OTMpass/ il OH
Te6e uX.

Cetn WI-FI

Wi-Fi - 310 He BWA nepefaun AaHHbIX, He TEXHOMOMMA, a BCEro b 6peHa, mapka. Eule B
1991 rogy HuaepnaHackas komnaHus 3apeructpuposana opeHg « WECA», 4to 0603Hauano
cnosocoveTaHne  «WirelessFidelity», koTopbli  NMepeBOAMTCA Kak  «becnpoBogHas
TOYHOCTb».



[lo Hawero BpemeHn pAowna fApyras abbpesuatypa, KoTOpas SBMSETCA TakoW Xe
TexHonorveii. 3to abbpesmatypa «Wi-Fi». Takoe Ha3BaHWe 6bl10 AAHO C HAMEKOM Ha
CTaH4apT BbICLIMIA 3BYKOBOWM TexHMkM Hi-Fi, 4T0 B nepeBofe 03Ha4YaeT «BbICOKas
TOYHOCTb.

[la, 6ecnnaTHblii UHTEPHET-A0CTYN B Kade, OTENAX W asponopTax SABASETCA OT/IUYHOM
BO3MOXHOCTbI BbIX0Ofa B UHTEPHET. HO MHOr1e 3KCnepTbl CYATAKOT, YTO 06LLEOCTYMHbIE
Wi-Fi ceTu He aBnsoTCa 6e30nacHbIMU.

CoBeTbl 0 6e3onacHoCcTV paboTe B 06Lef0CTYNHbIX ceTax Wi-fi:

1. He nepepa.aii CBO NIMYHY0 MHAopMaLmto vyepes obuenoctynHole Wi-Fi cetu. PaboTas
B HUX, XenaTenbHO He BBOAWTb Naposin A0CTyna, OTUHbI U Kakine-To HOMepa;

2. Vicnonb3yii 1 06HOBNAI aHTUBMPYCHBLIE Mporpammbl 1 GpaHamayep. Tem cambiM Thbi
o6e3onaciLib ce6s 0T 3aKayki BUpYCa Ha TBOE YCTPONCTBO;

3. Mpu wucnonb3oBaHun Wi-Fi oTkoum  yHkumio  «O6wmin  goctyn Kk (paitnam 1
NpuHTEpPam». [JaHHas (PYHKUMS 3aKpbiTa N0 YMOIYaHWI0, OLHAKO HEKOTOPbIE MO/b30BaTENN
aKkTUBMpYIoT eé 419 YA06CTBa CMN0b30BaHusA B paboTte unun yyebe;

4. He ucnonb3yit ny6nuuHbin WI-FI 4na nepefayun MUHbIX AaHHbIX, HANpUMep A4Ns Bbixoga
B COLMabHbIE CETU UMW B 3NTEKTPOHHYIO MOYTY;

5. Minonb3yi TONbKO 3allyieHHoe coenHeHune yepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-azipeca BBOAN UMEHHO «https://»;

6. B MobunbHOM TenedioHe OTKMUM (PyHKUMIO «[oakntoueHne K Wi-Fi aBToMaTnyecki».
He pgonyckain aBTOMATU4eCKOro NOAKMYEHUS YycTpoucTBa K cetam Wi-Fi 6e3 TBoero
cornacus.

CoumasbHble ceTu

CoupanbHble CETW aKTUBHO BXOAST B Hallly XW3Hb, MHOTME NN PabOTAKT W XMBYT TaMm
NOCTOsHHO, a B Facebook yxe 3apericTpupoBaH MUNNNap YeNoBeK, UTO IBNSAETCS OAHOM
cefibMoii BCex xuTeneit nnaHeTbl. MHOMVe Nofb30BaTeNN He MOHAMAIOT, UTO MHAOPMAaLINS,
pasMelLEeHHast UMW B COLMANbHbIX CETSX, MOXET ObiThb HaiaeHa M WUCMoNMb3oBaHa Kem
YIOfIHO, B TOM YiC/ie He 06513aTe/NbHO C 6narMMm HamepeHUsIMK.

OCHOBHbIe COBETbI N0 6€30MacHOCTY B counasibHbIX CETAX:

1. OrpaHuyb CNNCOK apy3eid. Y Tebs B APY3bsAX He AO/MKHO ObiTb CTyYalHbIX 1 HE3HAKOMbIX
noaeit;

2. 3all|niLaii CBOK YaCTHYH XN3Hb. He ykasbiBail naponu, TenedioHsl, aapeca, AaTy TBOEro
POXIEHNS 11 APYTYI0 NIMYHYI0 MHAOPMALKD. 3M10YMBILLNEHHUKM MOTYT UCMOMb30BATb AaXe
NH(hOPMALMIO O TOM, KaK Thl 11 TBOW POAUTENM NNIAHNPYETE NPOBECTN KaHWKYbl;



3. 3awwmuaii CBOK penyTaLuio - AepX1 ee B UNCTOTe U 3afaBaii cebe BOMpoC: XOTen 6bl
Tbl, UTOGbI ApYre NoMb30BATENN BUAEMN, YTO Thl 3arpyxaellb? ogymai, npexae yem
YTO-TO OMY6/IMKOBATb, HAMUCATH W 3arpy3nTh;

4. ECnt Tl TOBOPULLb C /TIOfIbMU, KOTOPbIX HE 3HaEllb, He UCTONb3Yil CBOe peaslbHOe UMS U
APYTY0 NINYHYI0 MHChOPMALK: UMSI, MECTO XUTENbCTBA, MECTO Y4ebbl 1 NPoYee;

5. A36eraii pasmellermnst chotorpadonii B IHTEpHETE, e Tbl M300PaXEH HA MECTHOCTH, NO
KOTOPOW MOXHO ONpeaennTb TBOE MECTONOMOXEHWE;

6. Mpn perucrpaumu B cou,maanoM cetn H€O6XO,CI,I/IMO NCNo/b30BaTb C/I0XHbIE NAPOsIN,
cocTosdLune 13 6yKB n Lll/ld)p 1 C KONIMYeCTBOM 3HAKOB He MeHee §;

7. Ans coumanbHoil cetu, nouTbl U APYrUX CaiiTOB HEOGXOAUMO MCMONb30BaTh pasHble
naponu. Torga ecnu Te6s B3/MOMAIOT, TO 3/10YMbILLMIEHHUKNA NOyYaT AOCTYN TOMBKO K
0ZIHOMY MECTY, a He BO BCE Cpa3y.

ONEKTPOHHbIE AEHBIY

3]'IeKTpOHHbIe [EHbIN — 3TO 0OYEHb y,EI,O6HbII7I Crnoco6 nnartexe, OfAHakO CyLecTBYHT
MOLLEHHUKN, KOTOPbLIE XOTAT NONYHYUTb 3TW AEHBIN.

3]'IeKTpOHHbIe JEeHbIn NoABUINCbL COBCEM HeAaBHO W MMEHHO W3-3a 3TOT0 BO MHOIUX
rocyfapcreax Ao CUX nop He nponnucaHo Npo HKUX B 3aKOHaX.

B Poccu e OHY YHKLIMOHUPYIOT 1 O HUX YXe NpOncaHo B 3aKOHE, rAe UX pasaensioT Ha
HECKO/IbKO BIZ10B - aHOHUMHbIE W HE aHOHUMHbIe. PasHnLa B TOM, YTO aHOHUMHBIE - 3TO Te,
B KOTOPbIX paspellaeTcs NpoBoAuThL onepalun 6e3 uaeHTUdMKaLMN Nonb3oBaTens, a B
HEaHOHUMHbIX MAEHTU(MKALIW NONb30BATENS ABNSETCA 0653aTENbHON.

Takke cnefyer pasnuyartb 3M1EKTPOHHbIE (PUaTHble feHbri (paBHbl rOCYAAPCTBEHHbIM
Ba/1t0TaM) 1 3/1EKTPOHHbIE HEe(UaTHbIe AeHbr (He paBHbI FOCYAapCTBEHHbIM Ba/llOTaM).

OCHOBHbI€e COBETbI N0 6€30MaCHO PaboTe C ANEKTPOHHBLIMIA AEHBIaAMM:

1. TpuBsXN K CYETy MOOUNbHLIN TenlepoH. 3TO camblil YA06HLIA U ObICTPLIA CNOCO6
BOCCTAHOBUTbL A0CTYN K CYeTy. lNpuBA3aHHbIA TeneoH NOMOXET, ecnn 3abyaellb CBOVA
NNaTexXHbl Naponb UK 3ainfellb Ha CailT C He3HAKOMOro YCTPONCTBA;

2. icnonb3yii oaHopa3oBble Naponi. Mocne nepexoda Ha yCUNeHHyo aBTopusalno Tebe
yXXe He ByeT yrpoxaTb ONacHOCTb Kpaxu UK nepexsara nnaTexHoro napons;

3. Bblbepu CnoxHbIA naposb. MpecTynHukam 6yAeT He NpocTo yrafatb CAOKHbLIA Naposib.
HazgexHble naponn — 310 Naponu, KOTopble Cofepkar He MeHee 8 3HaKOB U BK/IHOUAIOT B
cebsl CTPOYHbIE W MPONUCHblE OYKBbI, LMMPLI U HECKO/IbKO CUMBOJIOB, TakMe Kak 3HakK
fonnapa, yHTa, BOCKNMLAaTeNbHbIA 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAM CBOM /IMYHbIE JaHHbIE HA CaiiTaX, KOTOPLIM He 0BepSsieLLb.



ONEKTPOHHaA noyTta

ONeKTPOHHas nouTa — 3TO TEXHOMOTUS 1 NPeAOCTaBNSEMbIE €0 YCYIW NO Nepeckisike u
MONMYYeHNt0 ANEKTPOHHBIX COOBLLEHII, KOTOPble pacnpefenslTcs B KOMNbIOTEPHOI CETH.
OO6bIY4HO ~ 3/IEKTPOHHbIA  MOYTOBBIN  AWMK  BLIFSANT  CNefdyloWuM  06pasom:
UMS_Nonb3oBaTens@umsi_omeHa. Takke KpoMe nepefaun NpocToro TekcTa, MMEeeTcs
BO3MOXHOCTb NepeaaBaThb aiibl.

OCHOBHbIE COBETbI N0 6€30MacHoi paboTe ¢ 3/IEKTPOHHON NOYTOMN:

1. Hago BbibpaTh NpaBubHbIA MOYTOBbLIA CEPBUC. B MHTEpPHETE eCTb OrpOMHbIA BbIOOP
GecniaTHbIX MOYTOBbIX CEPBMCOB, OfHAKO Jyylle [OBEPATb TeM, KOro 3Haellb U KTO
NepBblid B PENTUHTE;

2. He ykasblBail B NINYHOW MOYTE SIMYHYIO MHCpOpMauu. Hanpumep, nydywe BblGpath
«My3blKa/lbHbIA_(haHaT@>» nnn «pok2013» BMeCTo «Temal3»;

3. Vicnonb3yii AByxaTanHyto aBTopusaumio. 3To Korga noMMMO Napons Hy)XXHO BBOAWUTL KOA,
npucblnaemblii no SMS;

4. Bblbepu CNOXHbIA Maponb. [INs Kaxgoro NOYTOBOrO AWWKA AO/MKEH OblTb CBOW
Ha[eXHbIiA, YCTONUMBbIA K B3/10MY Naposb;

5. Ecnm ecTb BO3MOXHOCTb Hanmucatb camomy CBOW JNYHbIiA BOIpPOC, I/ICI'IO}'Ib3yI7I 3Ty
BO3MOXXHOCTb,

6. Vcnonb3yii HECKONMbKO MOYTOBbLIX SILMKOB. [lEpBbA AN 4acTHON Nepenucks C
afpecatami, KOTOpbIM Tbl 10BEPSsiellb. 3TO 3NEKTPOHHBIA aapec He Hafo WUCMONb30BaTh
npu perucTpaLyun Ha chopymax u caiitax;

7. He oTKpbIBait haiinbl 1 apyrue BNOXEHNs B NUCbMAX Aaxe eCi OHW NPULLAK OT TBOUX
[ipy3eii. Jlyullie YTOUYHN Y HIUX, OTNPABASAN N OHW Tebe 3TU dhaiinb;

8. Mocne oKoHYaHMs paboTbl HA MOYTOBOM CEpBUCE Nepes 3aKkpbITUEM BKIaAKM C CaliToM
He 3a0yb HaxaTb Ha «BbIATU».

KnuGepGyniuHr nn BUPTYarnbHOE 13[eBaTeNbCTBO

Kn6ep6ynnuHr — npecnefoBaHie COOBLLEHNSMI, COAEPXALLMMI OCKOPBNEHNS!, arpeccuto,
3anyrMBaHne; XynuraHcTBO; cCOLManbHoe G6OMKOTUPOBaHWE C  MOMOLLBK)  PA3MNYHbIX
NHTEPHET-CEPBUCOB.

OCHOBHbIEe COBETbI N0 60pb6E C KNO6EPOYNNNHIOM:

1. He 6pocaiics B 601. /lyylumin cnocob: NocoBeToBaTLCA kak cebs BECTU W, €C/IM HET TOrO,
K KOMy MOXHO 00paTuThCfi, TO BHa4yasle YCMOKOWTbCA. ECAW Thbl HauHewb OTBevaTb
OCKOPO6/IEHNAMM Ha OCKOPO/IEHNS, TO TOMBKO eLle 60/blue PasoXKeLlb KOHW/INKT;

2. YnpaBnsil cBoeil knbeppenyTtauuen;



3. AHOHMMHOCTb B CETU MHMMAas. CyU.l.eCTByIOT CMNocoObl BbISICHATL, KTO CTOMT 3a
dHOHVUMHbIM aKKayHTOM,

4. He CTOUT BECTU XyNMUraHCKMii 06pa3 BUPTYasbHOI XIU3HU. VIHTEPHET chuKCHpyeT BCe TBOU
[ECTBMS 1 COXPAHAET UX. YanuTb X BYeT KpaiiHe 3aTpyaHUTENBHO;

5. Cobntogan CBOI BUPTYasIbHYH YeCTb CMOJIOAY;

6. VirHopupyii eauHUuHbIA HeraTue. OJHOPa30Bble OCKOPOUTENbHLIE COOBLLEHUS Myylle
UrHopupoBaTh. OBGbIYHO arpeccust NPeKpaLLaeTCs Ha HayanbHON CTaauu;

7. baH arpeccopa. B nporpammax 0O6MeHa MrHOBEHHbIMY COO6I.L|,eHI/IF|MVI, B COUMa/IbHbIX
CeTAaX eCTb BO3MOXHOCTb 6]'IOKI/IpOBKI/I OTnpaBKK COO6LL|,€HI/IVI C ornpeaenexHHbIX agpecos,

8. Ecnm Tbl cBuaeTenb knbepbynnuHra. TBOW  AEACTBUS:  BbICTYNMUTb  NPOTUB
npecnenoBatens, nokasatb eMy, YTo ero AeicTBUsS OLEHNBAKOTCS HEraTUBHO, NOAAEPXAaTb
XepTBY, KOTOPO/ HyXHa MCUXOMOorYeckasi MOMOLLb, COOGLIMTL B3POC/bIM O (hakTe
arpeccuBHOrO NOBEAEHMUS B CETW.

Mo6UNbHbI TenedoH

CoBpeMeHHble  CMapTqOHbl M NaHWeTbl cogepxar B cebe BMNOMHe B3POC/bIN
(DYHKUMOHAN, 1 Tenepb OHW MOTYT KOHKYpUPOBATb CO CTaLMOHapHbIMW KOMMbIOTEPAMMU.
OpfHako, CpefCcTB 3aWnThl A8 NOLOOHbLIX YCTPOCTB NOKa O4eHb Masio. TecTupoBaHue u
MOUCK YSI3BUMOCTEN B HWUX MPOMCXOAUT He Tak MHTEHCMBHO, kak ans K, T0 xe camoe
KacaeTcst U MOBU/TbHBIX NPUMIOXKEHWIA.

CoBpeMeHHble MO6U/bHbIE Opay3epbl Y)Xe NPakTUYECKU [OTHaN HACTO/bHblE aHasiory,
OfIHaKO paclunpeHne oyHKLMOHaNa BIeYeT 3a COO0M OOMbLUYIO CIOXHOCTb U MEHbLLUYHO
3aLMLLEHHOCTD.

[laneko He BCE NPOM3BOAUTENM BbIMyCKAOT OGHOBNEHWS, 3aKpbIBAOLNE KPUTUYECKME
YS3BMMOCTM /151 CBOUX YCTPOMCTB.

OCHOBHble COBETbI A4 6e30nacHOCTU MOBWLHOMO TenedeHa:

1. Hnyero He ABNAETCS No-HacToswWwemMy 6ecnnaTtHbiM. Byab OCTOPOXEH, BeAb Koraa Tebe
npeanaraT 6ecnnaTHblii KOHTEHT, B HEM MOTYT ObITb CKPbIThI Kake-TO NNaTHbIE YCNYTK;

2. [lymaii, npexge yem otnpasuTb SMS, poTo unu Buaeo. Tbl TOYHO 3HAELUb, A€ OHU
OyayT B KOHEYHOM uTOre?

3. Heobxoanmo 06HOBNATL OnepaLyiOHHY0 CUCTEMY TBOETO CMapT(oHa;
4. icnonb3yi aHTUBMPYCHbIE NPOrpamMbl 4151 MOGUbHBIX TeNeOHOB;

5. He 3arpyxaii NpunoxeHns 0T HEU3BECTHOTO WCTOYHMKA, BeAb OHW MOrYT COAEpXaTb
BPe/0HOCHOE NPOrpamMMHOe 06ecneyeHme;



6. Mocne TOro kak Tbl BbIAAELb C caiiTa, rAe BBOAWA NIMYHYK MHOpMauuio, 3ailan B
HaCTPOWKK Gpay3epa v yaanu cookies;

7. Meproaunyeckn NpoBepsAit Kakue NnaTHble YCyrn akTMBMPOBaHbI HA TBOEM HOMEPE;

8. [laBail CBO/ HOMEP MOBWUNLHOTO TenedoHa TONbKO MHOASM, KOTOPbIX Tl 3HAELLb 1 KOMY
[10BEPSELLb;

9. Bluetooth Jo/mKeH 6bITb BbIK/MIOYEH, KOraa Thl UM He Mo/b3yellbes. He 3a6blBaii MHorga
NpoBEPSATH 3TO.

Online urpsbl

COBpEMEHHbIE ~ OHMAWH-UrPbl - 3TO  KPacOYHble, 3axBaThlBaLiMEe pa3BIEUEHNS,
06BbEAVHAIOLLME COTHM ThICSY Ye/OBEK MO BCEMy MUpY. Vrpoku uccneaytoT AaHHblid UM
MMp, O6LIAIOTCA ApYyr C APYroM, BbIMOMHAKT 3afjaHus, CPaXatoTcs C MOHCTpaMn W
MOMyyaroT OnbIT. 3a YA0BONLCTBUE OHM NNATAT: MOKYNaloT ANCK, ONNaYMBalT abOHEMEHT
WM PUOBPETAIOT KaKie-TO OMLMN.

Bce 3TV cpeacTBa MAyT Ha NoAJepkaHMe 1 pasBUTUE WUIPbl, a Takke Ha camy
6€30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPU3ALAM, BbIMYCKAKOTC HOBble MaTuy
(UMchpoBbIE 3anNaTki AN NPOrpamm), 3aKpbIBAOTCS YS3BUMOCTI CEPBEPOB.

B I'IO,D,O6HbIX nrpax CTOUT onacarbCA HE CTO/IbKO CBOUX COMEPHUKOB, CKO/IbKO KPaXX TBOETO
naposs, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOpu3aLlnin GONbLUNMHCTBA nrp.

OCHOBHble COBETbI N0 6€30MacHOCTY TBOErO NIPOBOIo akKkayHTa.

1. Ecnmn apyroi Urpok Bedet cebs nioxo Unm cozaaet Tebe HeNnpPUATHOCTY, 3ab10KMpYIt ero
B CMICKE MIPOKOB;

2. I'Io>Kany|7|cn aAMUHUCTPATOPaM UIPbl Ha M10X0€ NOBEAEHWNE 3TOT0 UrPOKa, XenarTesibHO
NPUNOXNTb KaKNe-TO AoKa3aTe/ibCTBa B BUAE CKPUHOB,

3. He yka3blBaii 1nuHyto nHAopMaLto B npodiaiine urpbl;
4. YBaxaii [pyrnx Y4aCTHUKOB MO Urpe;

5. He ycTaHaBNMBaii HeohNLMaNbHbIE NaTuv U MOfbI;

6. VIcnonb3yii CNOXHbIE U pa3Hble Naponu;

7. [laxe BO Bpems Urpbl He CTOMT OTKMKYaTh aHTMBMPYC. [oka Thl Wrpaellb, TBOW
KOMMbOTEP MOTYT 3apasuTb.

QULLKHT MW KpadKa IMYHBIX JaHHbIX

O6bl4HOM Kpa)KeVI JeHer n AJ0KyMEHTOB CEeroHAa yxe HWKoro He yaueullb, HO C Ppa3BUTUEM
I/IHTepHeT-TeXHOI'IOFI/IVI 3N0YMbILWAEHHUKN NEPEMECTUIUCb B WHTEPHET, N NpoAo/KaloT
3aHUMATbCS «/TOUMbIM» [Eenom.



Tak nosBuiacb HOBAas Yrpo3a: MHTEPHET-MOLLEHHWYecTBa WAU (OULUHT, rn1aBHaA Lefb
KOTOPOro COCTOMUT B MOJyYEHNN KOHPUAEHUMAIBHBIX [aHHbIX N0/Ib30BaTeNeil — I0TMHOB Y
naponen. Ha aHrnniickom s3bike phishing uutaetcs Kak douwmHr (0T fishing — pbl6Has
nosng, password — naposb).

OCHOBHble COBETbI M0 60pPb6€ C IULLNHTOM:

1. Cneau 3a CBOMM aKkayHTOM. ECNn Tbl N003PEBaEILLb, YTO TBOS aHKETA Bbla B3/10MaHa,
TO Heo6X0aMMO 3a610KNPOBATL ee U COOOLIUTL afAMUHUCTPATOpaM pecypca 06 3TOM Kak
MOXHO CKOPEE;

2. |/|CI'IO}'Ib3yI7I be3onacHble Beb-caiiTbl, B TOM YMCIIE, WHTEPHET-MarasnHoB 1 MOUCKOBbLIX
CnCTem,

3. Mcnonb3ayii CnoXHble 1 pasHble Naponu. Takum 06pasoM, ecnu TeGst B3NOMatoT, TO
3/10YMbILLMIEHHUKN NONYYaT AOCTYN TOMbKO K OHOMY TBOEMY NpPOCU/I0 B CETH, a He KO
BCEM;

4. Ecnn Tebs B3nomanu, T0 HeO6XO,CI,I/IMO npegynpeanTs BCEX CBOUX 3HAKOMbIX, KOTOPbIE
,D,OﬁanleHbI y 7081 B APYy3bAX, O TOM, 4TO T€651 B3NOManu 1, BO3MOXHO, OT TBOEr0 UMEHM
6y,qu paccblnarbCa cnam n CCblSIKM Ha (pl/lLIJl/IHFOBbIe CailThl;

5. YcTaHoBM HafexHbI naposb (PIN) Ha MOGUIbHBIA TENEIOH;
6. OTK/II0uM CoXpaHeHne naposns B bpaysepe;

7. He oTKpbiBai hainbl 1 apyrue BAOXEHUS B MUCbMaX AaXe €CNN OHW NPULLK OT TBOUX
ApY3eit. Jlydiue yTOUHU y HUX, OTNPAB/ISANN NN OHU Tebe 3TN (hainbl.

LinchpoBast penyTtauus

LincppoBas penytaums - 3T0 HeraTuBHas UM NO3UTMBHASA WHopMauus B CETU O Tebe.
KomnpomeTupyowas WHgopMaumMs pasMelieHHast B UHTEPHETE MOXET Cepbe3HbIM
00pa3oM 0TpasnTbCs Ha TBOE peanbHOW XW3HU. «LindopoBas penytaums» - 3T0 TBOVA
UMUK, KOTOPbIA (hopMUpPYETCA 13 MHApopMaLmmn 0 Tebe B UHTEPHETE.

TBOE MECTO XUTE/NbCTBA, Yuelbl, TBOE (DMHAHCOBOE MOJIOXEHME, 0COBEHHOCTU XapakTepa
M pacckasbl 0 6/113KKX - BCE 3TO HAKaN/NBAETCS B CETH.

MHOrme nogpoCTKM NErKOMbIC/IEHHO OTHOCATCA K MyG/iMkauun SIMYHOA MHGopmauun B
NHTepHeTe, He NOHUMas BO3MOXHbIX NMOCNeACTBUN. Tbl faXe He CMOXeWb Aoragatbes o
TOM, YTO ¢hoTorpadms, pasmellieHHas 5 et Hasag, CTasia NPUYMHON 0TKasa NPUHATL Te6S
Ha pabory.

KomMmeHTapuu, pasmelleHne TBoux qhoTorpadiuii 1 Apyrie AeiiCTBUS MOTYT HE UCUE3HYTb
[laXe nocne Toro, Kak Tbl UX YAaNMLb. Tbl HE 3HaELLb, KTO COXpaHUN 3Ty MH(hopMaLuio,
nonana fn OHa B NOMCKOBbIE CUCTEMbI 11 COXPAHWNACh NN OHa, a [NMaBHOE: YTO NOAYMatoT 0
Tebe oKpyXatoLlee Ntoau, KOTopble HaNAYT U yBUAAT 3T0. HaliTh MHAopMaLMO MHOTO NeT



CNYCTS CMOXeT /060N - Kak 13 [06PbIX NOBGYXAEHWA, Tak 1 C HAMEPEHNEM NPUYMHUTL
Bpe/. ITO MOXET ObITb KTO YTOAHO.

OCHOBHbI€e COBETbI M0 3aLMTe LWPOBOIA penyTaLum:

1. Mopymaii, npexae 4em 4To-TO Ny6/MKOBaTL W Mepedasatb y cebs B 6ore wnm B
counanbHoii ceTu;

2. B HacTpoiikax npodiuns yCTaHOBN OrpaHUUYEHUst Ha NPOCMOTP TBOErO NMPoduns 1 ero
COZIEPXMMOTO, CAENal ero ToMbKO «fN1s Apy3eii»;

3. He pa3melail 1 He yka3sblBail MHGhOpMaLo, KOTOpas MOXET KOro-nnmbo ockoponats Unm
o0bmxaThb.

ABTOPCKOE NpaBo

CoBpPEMEHHbIE LIKOMbHIKK- aKTUBHbIE MO/b30BATENN LMGIPOBOr0 NPOCTpaHcTBa. OfHaKo
[aNeKo He BCE 3HAIOT, YTO MO/b30BAHNE MHOMMMM BO3MOXHOCTAMU LMCHPOBOTO Miupa
TpeByeT COBNIOAEHUS NPaB Ha MHTEN/EKTYasbHYH0 COGCTBEHHOCTD.

TEPMUH  «UHTENNEKTyaNlbHas COBCTBEHHOCTb» OTHOCUTCA K Pas/NiHbIM  TBOPEHUSAM
YENOBEYECKOTO YMa, HauMHas C HOBbIX W306PETeHMiA 1 3HAKOB, 0603HAYAIOLLMX
COBCTBEHHOCTb HA MPOAYKTbI M YCAYr , W 3aKkaHuMBasi KHUramu, cotorpadusamu,
KUHOCDUNbMAaMM 1 My3blKasibHbIMU NPOU3BEAEHUSIMU.

ABTOpCKME NpaBa - 3T0 NpaBa Ha WHTENeKTyasibHy0 COBCTBEHHOCTb Ha MPOM3BEAEHMS
HayKun, nuTepatypbl U UCKycCTBa. ABTOPCKWE NpaBa BbICTYNaKT B Ka4eCcTBe rapaHTui Toro,
YTO WHTENNIEKTYasIbHbIA/TBOPYECKMA Tpyh asTopa He Oy4eT HanpacHbIM, AacT emy
crpaBef/MBble BO3MOXHOCTM 3apaboTatb Ha pesynbTatax CBOEro Tpyga, MOoyyuThb
W3BECTHOCTb 1 NPU3HaHNe. HUKTO 6e3 paspeLLeHns aBTopa He MOXET BOCTPOU3BOAUTbL €ro
Npou3BedeHne,  pacnpocTpaHatb,  NyO/MYHO  [AEeMOHCTpUpOoBaTh,  NpoAasartb,
WMNOPTUPOBATb, NyCKaTb B NPOKAT, My6INYHO UCTIONHATL, NOKA3bIBATL/MCMOMHATL B 3impe
unu pasmeLlats B IHTEpHETe.

cnonb3oBaHue «MUpaTCKOro» NPorpaMMHOr0 06ecrneyeHnst MOXET MPUBECTU K MHOTMM
puckam: OT MoTepu [aHHbIX K TBOAM akkayHTaMm [0 G/I0KMPOBKN TBOETO YCTPOICTBA, rae
YCTaHOB/EHHbIIi He NnerasbHas nporpaMma. He CTOMT Takke 3abblBaTb, YTO CYLIECTBYET
nerasnbHble 1 6ecnnaTHble NPorpaMMbl, KOTOPbIE MOXHO HalTL B CETH.

O noprane

CeTeBMYOK.pd) - TBOW [NaBHBbIA COBETUNK B CETU. 3€CH Thl MOXELLL Y3HATb O
6€30MacHOCTM B CETY MOHSTHBIM W JOCTYMHbBIM S3bIKOM, & NPY BO3HUKHOBEHWM KPUTUYECKOI
CUTYaLuK 06PaTUTLCA 3a COBETOM. A Takke NPUHSATL y4acTie B KOHKYpcax v CTaTb CambiM
LMIPOBbIM IpaxaaHuHoM!



